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Abstract

Enterprises need a reliable, efficient way to secure their messaging infrastructure from the negative financial and productivity effects of spam, viruses, and natural disasters such as blackouts and hurricanes. While there are myriad solutions on the market today, businesses are faced with two primary options: installing, maintaining, and managing an internal solution or outsourcing the management of their email infrastructure to a managed service provider (MSP). Both solutions have advantages, but given the complex, time-consuming problem of spam and its impact on business continuity, this is clearly one issue that should be given considerable thought.
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Introduction

Email has quickly become the primary communication vehicle for many enterprises because it is clearly the easiest, fastest, least expensive, and most comprehensive way to share information with anyone, anywhere, at any time. However, this ubiquitous tool - and many businesses' dependence on it - has become both a blessing and a curse. The exploding volume of unwanted messages known as spam often overwhelms organizations and has reached epidemic proportions. According to Gartner, workers spend on average 49 minutes managing email each day, and that figure is expected to rise. A recent report by Osterman Research notes that as of early 2004, spam represents between 55 and 75 percent of all enterprise email traffic. Ferris Research estimates that spam alone costs corporations more than $10 billion in 2003.

Spam is not only a time-consuming annoyance; serious damage often results from viruses and other malicious code that finds its way into the enterprise infrastructure via spam. Compounding the problem are infected messages that can multiply and widely propagate when an unsuspecting user opens an infected message posing as legitimate email from a known sender. This makes malicious code harder to detect and spreads viruses faster.

Moreover, corporations also face issues regarding messaging downtime from virus attacks, natural disasters, or other catastrophes. While a variety of methods are available to assist an enterprise in recovering from a disaster that impacts their messaging infrastructure, most organizations do not have a solid disaster-recovery plan. Losing email for these organizations often translates into lost revenue from missed sales and other important data.
Enterprises need a reliable, efficient way to secure their messaging infrastructure from the negative financial and productivity effects of spam, viruses, and natural disasters such as blackouts and hurricanes. While there are myriad solutions on the market today, businesses are faced with two primary options: installing, maintaining, and managing an internal solution or outsourcing the management of their email infrastructure to a managed service provider (MSP). Both solutions have advantages, but given the complex, time-consuming problem of spam and its impact on business continuity, this is clearly one issue that should be given considerable thought.

This white paper examines the building blocks required for building an effective enterprise message security solution and focuses on evaluating strengths and weaknesses associated with the two approaches companies can use to reach that goal:
1.
Building and managing the process using in-house resources

2.
Outsourcing the function to a managed service provider

The paper concludes with a summary of key enterprise message security management objectives and guidelines that are useful in evaluating the choice of either an in-house or outsourced solution.

Comparison of In-House and Fully-Managed Solutions
For IT departments, the decision to outsource any function is based on the interplay of three primary criteria: control, performance, and savings in terms of dollars and resources. Traditionally, both performance and control have been associated with in-house solutions - and for good reason! Many managed services, including connectivity (VPNs, etc.), include a significant trade-off in the amount of control IT has over the service, as well as the performance of specific cloud-based security solutions. This has led many to perceive all managed services as suffering from these twin maladies. Likewise, managed solutions are associated with cost savings, since IT departments are intimately acquainted with the costs of deploying and maintaining new, complex technologies. IT managers ultimately seek to achieve the optimum balance of control, cost containment, and performance. Outsourced message management is a new animal - a managed service that has better performance (including reliability) than an in-house solution, as well as a substantive level of control. Moreover, it retains the significant cost savings and ease of implementation associated with managed services.

The reasons for this are clear: while maintaining full control of the process, internal IT departments must put forth substantial time and expense to build a sufficiently secure messaging network. Unlike networking or server maintenance, spam and virus expertise is not readily available to all organizations. Even for those organizations that have the resources to maintain in-house experts, these professionals are responsible for screening, processing, and storing messages on a daily basis, the amount of which can number in the millions. In addition, in most corporations, this responsibility includes several email domains. The company also bears sole responsibility for security, policy definition, and enforcement, including the need to install and update spam filters, virus definitions, and encryption schemes, as well as hardware and software maintenance, capacity planning, and upgrades. One managed service provider has five experts evaluating spam and updating a rules database of over 30,000 rules, adding 400 to 500 per day. Even the largest organizations may have issues justifying this cost. Additionally, the ability to do proper capacity planning covering hardware, software, and personnel can be challenging

By way of comparison, outsourced or perimeter-based message management services are designed to ensure the integrity and security of email before it enters the corporate network infrastructure, thus keeping all threats outside the network for evaluating and significantly reducing risk. The service delivery model requires no capital outlays for software and hardware and covers all maintenance and upgrade responsibilities and costs. Of course, a company must have absolute confidence in the managed service provider (MSP) to entrust its business-critical email messaging to a third party. This is a serious point of evaluation when considering an outsourced solution, since some MSPs lack financial stability and a reliable infrastructure. Likewise, services vary among MSPs, though some provide a complete range of messaging services, including spam and virus filtering and content and policy filtering, along with disaster recovery for both inbound and outbound email.

While there are many points of comparison between in-house- and fully managed  solutions (see Figure 1), the three interrelated functional requirements below stand out as most important. Strengths and weaknesses of each approach follow.

1.
Filtering effectiveness

2.
Disaster recovery

3.
Capacity planning and scalability
Filtering Effectiveness

The effectiveness of blocking spam and viruses using in-house IT resources is a function of staff expertise and the quality of the filtering mechanisms. Most companies implement both antivirus and antispam products in that order, and often from different vendors. Integrating the two product sets can sometimes prove challenging. The products are either subscription based or installed locally, and IT staff is responsible for the customization needed to provide more than off-the-shelf granularity. Moreover, unless IT staff is highly trained to understand the nature of email-borne attacks, monitoring the enterprise infrastructure for these threats can often be a reactive process, rather than preventative. In this case, IT managers will find themselves fighting fires rather than actually having the protection they thought they had. In addition, IT staff is responsible for ensuring that antispam filters and virus definitions are up to date and deployed properly on all servers, routers, and desktop devices. Since spammers are always looking at ways to get around filters, the process of staying current requires an ever-increasing percentage of IT resources to maintain. At best, a medium-size enterprise will have to have at least one IT staff member dedicated solely to this function, which significantly adds to the cost of using an appliance or in-house software-based approach. IT departments are paying not only for the systems, but also for someone to maintain them.
	Functional Requirement
	Premise-Based Solution
	Perimeter-Based Solution

	Protection and level of security  
	Companies bear full legal liability for breaches

Outbound mail difficult to screen

Experienced anti-spam, virus specialists scarce

Bear burden of developing and maintain spam, virus filters to counter new and emerging threats

	Keeps malicious content off enterprise network

Data centers staffed 24/7 by security experts

Multi-layer protection, filters constantly updated 

Customer's email servers completely hidden from the Internet, ensuring higher security

	Ease of management and implementation
	Distributed enterprise networks add complexity

Latency, performance issues common 

Implementation, deployment delays 

IT costs continually escalate with growing email threats - hardware, software and personnel.

Monitoring, reporting are tedious tasks
	Email managed consistently for all company sites and domains 

Multiple data centers provide load balancing

Rapid implementation ("throw the switch")

Fees based on per-seat pricing, not email volume.  Cost does not increase as the threat increases

Web-based interface streamlines administration, reporting

	Reliability of architecture
	Scalability limited by infrastructure size, budgets

Single points of failure invite network outages

Growing email volume drains bandwidth from other key processes
	Unlimited scalability, capacity

Unsurpassed availability (five 9s)

Multiple data centers provide redundancy, load balancing 

Unwanted messages are never delivered to the customer, saving bandwidth, server processing power, and storage costs

	Resiliency, flexibility
	Changing email threats pose constant challenge

Spam wastes costly end user productivity

Disaster recovery mandatory expense

DoS attacks constant threat
	MSPs continuously update latest spam, anti- virus filters 

Spam quarantined at MSP for client review

Full disaster recovery provided 

Perimeter scheme eliminates client DoS events

	Confidentiality, compliance, trust
	Reduced risk since no third-party involvement 

Full liability for complex compliance, litigation
	Email is processed and delivered in less than one second 

Demonstrates policy compliance

MSP data centers highly secure, certified

No email is ever stored or copied

	Flexibility, administration and control of message management function
	Full control of all policies, 

IT staff can add/delete/modify configuration settings
	Full control of all policies, 

IT staff can add/delete/modify configuration settings


Figure 1 – Side-by-side comparison of premise-based and perimeter-based solutions
Perimeter-based solutions block spam and virus threats before they enter the enterprise network. Hosted services provide filtering on multiple levels for both spam and viruses while analyzing millions of messages daily. Using the information gathered from incoming messages, MSPs can identify current and new spam characteristics, enabling the MSP to build filters that are both more comprehensive and faster than premises-based alternatives.
Finally, like in-house systems, MSPs can quarantine spam if a client requests, but with an added advantage: an MSP's spam quarantine is managed safely beyond the corporate network. The quarantine is set up similar to a Web-based email service; messages flagged as spam can be reviewed to ensure they are not legitimate messages. Unlike in-house servers or appliances, managing quarantined mailboxes at the MSP level does not require additional hardware, create additional network congestion, or require IT administration.
In addition, when spam is kept on the corporate network, it takes up valuable storage and bandwidth space, which translates into hard dollars. One small law firm using a perimeter-based solution found that it was able to reduce its annual connectivity costs from $17,000 to $1,600 simply by implementing the service. Since all spam was kept outside the network, these messages never took up that valuable bandwidth. In-house solutions provide no such savings.
Disaster Recovery

Companies that deploy messaging protection internally can face business continuity threats since they often rely on a single point of defense rather than a globally distributed messaging security solution. However, the alternative of investing in management expertise and expanded network resources to maintain protection in all areas can be prohibitively expensive for organizations.
By comparison, some - though not all - MSPs provide maximum messaging reliability and offer built-in disaster recovery features. IT managers evaluating managed services should carefully evaluate the service level agreements (SLAs) each MSP offers. They should also evaluate the MSP's network architecture. IT managers should look for MSPs that operate multiple load-balanced data centers and use multiple Tier-1 backbones, both of which provide the vital backup capability that premises-based solutions generally lack. Rather than relying on their own limited infrastructure, MSP customers leverage the entire capacity of the MSP's expansive network. When the MSP has a distributed network, email is processed through the closest and most available data center, ensuring high availability and extremely low latency. Routing is transparent to clients, and a typical email is received, filtered, processed, and delivered in approximately two-tenths of a second. While premises-based message management invites risks and consumes IT resources, some fully managed providers have exceptional reliability: guaranteed 99.999 percent availability.
Capacity Planning and Scalability

For IT personnel managing an in-house message security solution, capacity planning can be very challenging. Deciding how many computing resources an organization needs to maintain a certain service level, when those resources are needed, and how much it costs to obtain and maintain those resources is notoriously hard to predict. Managers must ensure that sufficient capacity is available to handle the increasing rise in email and spam message volume along with the resources (hardware, software, personnel) needed to scale the system.

MSPs provide an enterprise with the ability to scale in line with 'its needs without any additional hardware or software investment. For companies that don't have the personnel or expertise to keep current with the most recent virus and spam filters, outsourcing provides them with protection that is up to date and available 24 hours a day, seven days a week, even as new spam techniques are introduced. Most IT managers agree that off-loading these tasks will save a lot of headaches and will free up their in-house staff to focus on the organization's core mission.

Profile of a Leader in Perimeter-Based Enterprise Message Management
Gartner, Inc., published its first-ever Magic Quadrant for Enterprise Spam Filtering Report in March 2004*. FrontBridge Technologies, a fast-growing, leading provider of enterprise message security services, was listed in the prestigious "Leaders Quadrant" of the influential study. Gartner assesses vendors' "completeness of vision" and "ability to execute" and defines leaders as vendors who are performing well today, have a clear vision of market direction, and are actively building competencies to sustain their leadership position in the market. Gartner's Magic Quadrant is considered the technology industry's most recognized means of evaluating vendors.

The FrontBridge services are designed to protect enterprises and corporate email systems from spam, attacks by malicious code and viruses, unauthorized content, and assaults on email servers. FrontBridge delivers managed services, providing a level of protection at both the message and network level that, without qualification, exceeds the capabilities of any fully managed solution.

The value proposition of the FrontBridge lies in the reliability, effectiveness, accuracy, and ease of use enterprises gain by outsourcing their message management processes. The service FrontBridge provides is built on the industry's only global, redundant network, one that has never experienced any downtime, even for scheduled maintenance. With eight distributed data centers serving the United States and Europe, FrontBridge can guarantee 99.999 percent carrier-class availability with full load balancing to help eliminate bottlenecks and single points of failure. Internet connectivity for the data centers is provided by three Tier-1 carriers to further ensure redundancy and high availability.

FrontBridge argues that its perimeter-based solution is better than the approach offered by other MSPs that use a centralized data center. Unlike the FrontBridge distributed network, a centralized center is more likely to suffer from latency and performance issues because all messages are routed through one location. Having limited data centers adds to the vulnerability of the messaging system. A concerted attack on the hub could compromise the messaging for all customers. The FrontBridge approach yields better results and far greater reliability for its customers.

Through sophisticated multilevel filtering and scanning technology, the FrontBridge global network of data centers, and constant deployment of filter updates, FrontBridge claims industry-leading capabilities that work together to deliver a high degree of effectiveness in combating spam, viruses, and other unwanted email-borne content. Triple-level spam blocking produces the industry's lowest false-positive rate while blocking as much as 95 percent of all inbound spam. FrontBridge's false-positive rate is less than one in every 250,000 messages (0.0004 percent). The false-critical rate is a scant one in a million messages.

FrontBridge designed its services to provide ease of deployment, ease of operation, and ease of use that would match the service's reliability, effectiveness, and accuracy. The filtering and message management functions are transparent to end users and require minimal tuning by IT staff. Secure Web-based tools and comprehensive reports cover message management activity and statistics and allow enterprise users to view intercepted and quarantined messages remotely over the FrontBridge network. These tools allow clients to retain full control of the message management process without jeopardizing IT security.

Specific Product Capabilities

Message management capabilities of FrontBridge include message processing, spam filtering, spam handling, virus filtering, policy enforcement, content filtering and policy enforcement, outbound services, and disaster recovery.

•
Message processing: FrontBridge uses filtering technologies to flag and intercept spam and email-borne viruses and deliver only legitimate messages to a customer's email server in less than a second. This low latency makes the FrontBridge service virtually transparent to the end user. If a message is blocked or contains a virus that cannot be cleaned, the original sender is notified that the message has been blocked. If a message is marked as spam, it is either sent to the recipient's email server with appropriate modifications or to a secure quarantine within the FrontBridge data center network. If FrontBridge detects a failure in the customer's network, incoming messages are queued on the FrontBridge servers until the customer's network operations are restored.

•
Spam filtering: FrontBridge Spam Filtering relies on three filter layers to block unsolicited email from reaching corporate networks: reputation-based connection blocking, fingerprinting, and rules-based scoring (a heuristic procedure). The spam filtering process produces one of four results:

»
Spam is successfully blocked (true positive).

»
Spam is unsuccessfully blocked (true negative).

»
Legitimate bulk email is incorrectly blocked (false positive).

»
Legitimate one-to-one email is incorrectly blocked (false critical).


Further action is taken to process true positives and true negatives based on customer preferences.

•
Spam handling: FrontBridge enables customers to choose how they wish to handle suspected spam in one of four ways:

»
Tag the message with an X-header to allow for server-side or client-side message routing.

»
Tag the message via subject line modification (e.g., inserting <SPAM>) to allow for easy recognition.

»
Redirect the message to a specific mailbox for independent review.

»
Quarantine the message where designated individuals can review their queue for potential false positives. A personalized email reminder can be sent to each user to provide easy retrieval of messages without logging in to another Web site or going through additional sign-on steps.

•
Virus filtering: When viruses strike an enterprise, it's a race against time to isolate the problem and repair the damage. FrontBridge partners with leading antivirus companies Symantec Corp., Sophos, and Trend Micro, Inc. to update its virus definitions every 10 minutes around the clock, and it guarantees to block all knows virus formats. In addition to scanning inbound messages, FrontBridge scans outbound messages to prevent individuals within a company's network from originating or redistributing viruses via email, thus protecting the company's reputation and legal position.

•
Content blocking and policy enforcement: FrontBridge Content Blocking and FrontBridge Policy Enforcement services provide customizable tools to allow customers to enforce email policies and regulatory requirements for their inbound and outbound email traffic. Examples include:

»
File extension filtering that blocks or quarantines specific types of attachments, such as .exe, .vbs, and .mp3

»
A message size filter that blocks or quarantines messages with large attachments

»
Class ID filtering (the CLSID file extension is blocked by default)

»
Partial message blocking, which blocks messages with content-specific text

»
Character set blocking, which flags messages formatted in specific character sets

»
File name filtering, which blocks attachments with specific file names

•
Outbound services: FrontBridge Outbound Services from FrontBridge provide a comprehensive set of email filtering and policy management tools designed to automate email policy enforcement and enhance email protection for all messages leaving the corporate network. The outbound email services include virus scanning, policy enforcement, attribute blocking, and SMTP relay.

•
Disaster recovery: If a customer's email servers become unavailable, FrontBridge ensures no email is lost or bounced. Once service is restored, all stored mail is automatically forwarded in a "flow controlled" fashion.
Summary
As the volume of email increases, enterprises are faced with the growing challenge of keeping their networks free of spam and viruses. Customers are looking for proactive services and solutions that eliminate hostile email and manage internal communication policies and procedures, deployed through dependable tools and platforms. Companies can choose either an in-house or fully managed solution to address the situation.
Reviewing points made earlier, shortcomings associated with premises-based message management solutions include the following:

•
Spam and viruses penetrate the IT infrastructure before being filtered, increasing the risk of widespread infection of the enterprise network if they are not processed properly. Valuable and costly IT resources are consumed just processing and storing the increasing volume of messages.

•
Scalability is limited by budget constraints, and capacity planning is reduced to guesswork because of the unpredictable volume and impact of spam and virus threats. Disaster recovery in the case of downtime or severe virus attacks is often neglected or underserved.

•
Staff expertise is critical. If key individuals leave the company or are away even for brief periods of time, the company's protection against spam and virus threats is in jeopardy.

•
Individual end users can override the company's antispam rules and guidelines without attracting attention, thereby compromising the security of the entire message management policy and platform.
By comparison, a perimeter-based, or fully managed, message management solution includes these advantages:

•
Contracts with MSPs stipulate specific service levels to be met, ensuring high levels of service delivery.

•
Administration is minimal. In-house solutions require constant tuning and updating as new spam techniques surface. Using MSPs to manage spam and virus filtering allows a company's IT team to focus on other business-critical projects.
•
More effective protection of enterprise resources yields increased productivity. Spam and virus filtering takes place at the MSP's data center, not within the enterprise network. As a result, only legitimate email reaches the enterprise network and users' desktops, so the IT infrastructure is not threatened and employees don't waste time reading and deleting spam.

•
With centralized policy-based message management for all incoming and outgoing messages, the MSP can ensure that each client's enterprise security policy is enforced uniformly. No individual overrides are possible. Intercepted and quarantined email is stored on the MSP's network, should clients wish to view it, so enterprises still maintain control of the message management process.

•
Some MSPs offer unlimited scalability and capacity by having multiple distributed data centers. This promotes optimum performance and load leveling of message management throughout their network.

•
Guaranteed availability is a by-product of scalability and is typically spelled out in a service level agreement (SLA) with enterprise clients. MSPs can usually continue to receive and send email even if an enterprise client's network experiences problems.

•
The best MSPs can perform complex spam and virus filtering and processing functions in less than a second per message, so there is no delay in delivering and sending legitimate enterprise client email.

•
Since the MSP provides the IT resources and staff expertise, companies have the lowest-possible total cost of ownership (TCO). Fees are standardized for selected services, simplifying the budgeting and capacity planning for enterprise clients.

•
The process of redirecting enterprise MX records to the MSP's network is a simple and fast one-time event that is transparent to all email addresses. Full MSP implementation takes less than an hour.
•
More effective protection of enterprise resources yields increased productivity. Spam and virus filtering takes place at the MSP's data center, not within the enterprise network. As a result, only legitimate email reaches the enterprise network and users' desktops, so the IT infrastructure is not threatened and employees don't waste time reading and deleting spam.

•
With centralized policy-based message management for all incoming and outgoing messages, the MSP can ensure that each client's enterprise security policy is enforced uniformly. No individual overrides are possible. Intercepted and quarantined email is stored on the MSP's network, should clients wish to view it, so enterprises still maintain control of the message management process.

•
Some MSPs offer unlimited scalability and capacity by having multiple distributed data centers. This promotes optimum performance and load leveling of message management throughout their network.

•
Guaranteed availability is a by-product of scalability and is typically spelled out in a service level agreement (SLA) with enterprise clients. MSPs can usually continue to receive and send email even if an enterprise client's network experiences problems.

•
The best MSPs can perform complex spam and virus filtering and processing functions in less than a second per message, so there is no delay in delivering and sending legitimate enterprise client email.

•
Since the MSP provides the IT resources and staff expertise, companies have the lowest-possible total cost of ownership (TCO). Fees are standardized for selected services, simplifying the budgeting and capacity planning for enterprise clients.

•
The process of redirecting enterprise MX records to the MSP's network is a simple and fast one-time event that is transparent to all email addresses. Full MSP implementation takes less than an hour.

Conclusion, Recommendations

Some companies feel they are more secure and can control costs better by handling all aspects of message management internally, with no third-party involvement. But as this paper demonstrates, this position is open to debate and is only justified on the basis of soft benefits. The evidence presented in this white paper clearly suggests that relying on a managed service provider to operate a perimeter-based message management environment is the superior approach for the following reasons:

•
Frees up enterprise IT to focus on more pressing business-specific applications

•
Fast implementation

•
Spam and viruses intercepted outside the corporate IT infrastructure.

•
Rapid updates of antispam and antivirus definitions

•
Lowest total cost of ownership (TCO)

•
Ease of planning and cost predictability

•
Maximum scalability

•
Accountability (service level agreements)

In conclusion, the benefits of perimeter-based enterprise message management are compelling and self-evident. The expertise of specialists cannot be matched by an enterprise's IT staff. Further, the distributed networks of service providers are more reliable than their enterprise equivalents.

* Magic Quadrant Disclaimer.  The Magic Quadrant is copyrighted 2004 by Gartner, Inc. and is reused with permission. The Magic Quadrant is a graphical representation of a marketplace at and for a specific time period. It depicts Gartner's analysis of how certain vendors measure against criteria for that marketplace, as defined by Gartner. Gartner does not endorse any vendor, product or service depicted in the Magic Quadrant, and does not advise technology users to select only those vendors placed in the "Leaders" quadrant. The Magic Quadrant is intended solely as a research tool, and is not meant to be a specific guide to action. Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
About FrontBridge Technologies, a Microsoft Subsidiary
FrontBridge Technologies, a Microsoft subsidiary, offers managed messaging services for enforcing email compliance with encryption and archiving tools, providing email availability through a web-based back up, and improving protection of employee inboxes from viruses and spam.  Its complete line of services includes message archiving, spam and virus filtering, disaster recovery, and email encryption and supports multiple e-mail platforms such as Microsoft® Exchange, IBM Lotus Domino, and other SMTP-compliant servers.  These managed services provide value to corporate customers by requiring no upfront capital investment, minimizing IT management overhead, and removing incoming email threats before they reach the corporate firewall.  FrontBridge is now part of Microsoft’s Exchange Server Group. For more information, visit http://www.microsoft.com/exchange  
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See the following resources for further information:

FrontBridge, a Microsoft Subsidiary at http://www.frontbridge.com 
Microsoft Exchange Server at http://www.microsoft.com/exchange
For the latest information about Windows Server System, see the Windows Server System Web site at http://www.microsoft.com/windowsserversystem.


