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	FRONTBRIDGE MESSAGE ARCHIVE

	FrontBridge Message Archive is an advanced message archiving and compliance system for email and instant messages (IM).

Regulations such as SEC Rule 17a-4, NASD 3010, Sarbanes-Oxley, and HIPAA impose a variety of message retention and supervisory requirements on businesses. Those regulations plus the potential burden of legal discovery require enterprises to take a proactive approach to email and IM retention policies to mitigate risk and meet regulatory compliance standards. 

Part of the FrontBridge Message Compliance Services, Message Archive helps businesses preserve the productivity and benefits of electronic communication in the enterprise while complying with the regulatory and legal demands placed upon businesses and their communication systems.
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HOW IT WORKS
Message Archive intercepts and makes copies of inbound, outbound, and internal email as well as IM and other communications such as Bloomberg mail and stores those message copies in a secure, tamperproof archive. Comprehensive message indexing allows stored messages to be searched by header, subject line, and body contents, including attachments. 

Stored messages are accessed through a single, unified interface. The Web-based interface provides tools for searching and recovering messages as well as compliance workflow tools for supervising and monitoring electronic communications.

The Web-based interface also includes tools for composing, reading, and replying to email, ensuring continual access to all email functionality even when the primary email environment is unavailable or a backup email system is needed. 

As a business continuity tool, the archive can be accessed 24/7 by email administrators and end users to recover messages that may have been lost or deleted from the primary email environment. If a business’ primary mail environment is down, Message Archive continues to copy messages to the archive and queues the original message for delivery once the primary email environment is restored.
continued…
	BENEFITS
• 
Interception-based archiving captures messages in transit and works in concert with FrontBridge Message Security Services to ensure spam, viruses, and other unwanted content are kept out of the archive.

• 
Service delivery eliminates the need for capital investment, offloads maintenance and upgrades to FrontBridge, the messaging experts.

• 
Easy-to-use Web-based interface requires minimal training, allows access to the message store and compliance tools for administrators, supervisors, and end users from any location.

• 
End users can have access to their personal message store with no intervention needed by help desk personnel or administrators.

• 
Easily comply with SEC and NASD message monitoring requirements,  demonstrate compliance with evidentiary reports

• 
Always-on email continuity and disaster recovery capability, plus continuous access to email and all email functionality.
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	FRONTBRIDGE MESSAGE ARCHIVE
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Re: privledge escalation technigues

> Hi again jnfl
Hello again Miguel

& Review Messages
&3 Ad Hoc Sampling
& People Sampling

ol > ) I's perfectly possible for a process to run with high privileges, and.
EEDET] > drop the privileges when in the need to do something else. In fact is not

& Supenisory Terms > only possible, it's common practice, both in the *nix and Windows world.

& white List
& Delegate

Agreed, but fts not needed, why do it? I think the kernel intercepting
the keys and then kicking the program when necessary is a much better idea.
from a design standpoint, imho of course.

> T'blame the fact that WHEN NO ONE IS LOGGED IN, the system s stil
> monitoring the 5 SHIFT sequence, and runs sethe.exe as SYSTEM in that case
> (you can even launch explorer.exe and have the whole enchilada as SYSTEM).
> T'm not saying that I'm surprised, considering that the guys at MS have

> thrown everything but the kitchen sink into system space.
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Wellit makes sense though, consider that disabled people have to login as
well and if they sit down, they may not be sure what state the computer is
in- however a much beter idea at this point i to have an equiv of





Integrated compliance workflow tools make quick work of required activities such as message sampling and message review.

FEATURES

• 
Email and IM storage with integrated compliance tools 

• 
Interception-based archiving for inbound and outbound email and IM; internal email captured via journaling from the primary email server

• 
Web-based access to message archive and integrated compliance tools for end users, administrators, and supervisors

• 
Compliance workflow tools for supervising and monitoring messages; intelligent tools for keyword and random message sampling 

• 
Attorney/client message tagging to protect confidential information

• 
Event log and audit trail to track and report system activity

• 
Web-based tools for composing, reading, forwarding, restoring, and replying to email

• 
Message restoration after outage

• 
Searchable message store; search message header, subject, body, and attachments; tag, retrieve and restore searched messages

• 
Summary and drill down email traffic reports and SEC and NASD evidentiary reports; reports can be scheduled and delivered via email
	TECHNICAL SPECS
• 
Message Archive Web Access requires Internet Explorer 6 or later version.

• 
Message storage via Oracle database and EMC hardware
•    IM platforms supported: Omnipod, Akonix, IM Logic, FaceTime, Parlano
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