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	FrontBridge Managed Services Eliminate Spam and Viruses and Ensure Regulatory Compliance for Roth Capital LLC

	Founded in 1984, Roth Capital Partners, LLC is one of the last remaining independent investment banks dedicated to emerging growth companies in the small and micro-cap market. Over the last ten years, Roth Capital Partners raised more than $4.5 billion in public and private offerings and closed over $500 million in mergers & acquisitions.  

As a leading investment bank, Roth Capital keeps its technology current to ensure regulatory compliance, increase employee productivity and preserve business continuity.

BUSINESS CHALLENGE
Roth Capital was not immune to the barrage of spam targeted at corporations across the globe.   What started as an annoyance transformed into a serious drain on productivity. Employees were receiving more than 100 spam messages daily, spending upwards of an hour dealing with the spam onslaught. Galel Fajardo, chief information officer for Roth Capital, sought out an anti-spam solution to protect his geographically-dispersed employees. 

The selection process was complicated by the need to ensure the spam filtering solution synchronize with the company’s system for archiving email. As an investment bank, Roth Capital maintains strict compliance with National Association of Securities Dealers (NASD) and Securities and Exchange Commission (SEC) regulations for retaining messaging and producing reports on-demand.  

Roth’s existing on-premise archiving system was increasingly difficult to manage and significantly slowed network performance. Messages were difficult to retrieve from the system, requiring complicated searching, and scaling the system to handle the rising influx of messages required purchasing more equipment. Scalability was a significant problem as the message store for Roth Capital had outpaced the storage capacity of its existing system. 

What began as a search for a spam filtering solution became a search for a perimeter-based message management solution capable of handling the companies filtering, archiving and business continuity needs. 

A perimeter-based service would enable email to be filtered before it was archived, avoiding unnecessary storage on-premise. In addition, a managed archive would also ensure that Roth Capital would have a backup email system in the event of an unforeseen network outage. 

With a perimeter-based system, Roth also would not have to build, maintain and scale separate filtering and archiving solutions, thereby lowering the company’s total cost of ownership.

EVALUATION PROCESS
Fajardo was impressed with FrontBridge’s architectural approach to integrated message management. FrontBridge intercepts all inbound and outbound messages, filtering out spam and viruses, and storing a fully indexed copy of each message in a secure, hosted message archive repository. FrontBridge’s filtering and archive take place in the company’s network of data centers, ensuring that only spam and virus free email reaches the customer or is stored in the archive. In the event of a network outage, email connectivity would be ensured through FrontBridge’s unique business continuity service.
	THE BOTTOM LINE
· Reduced message management costs by thousands of dollars
· Decreased spam by 95%
· Reduced total cost of ownership as compared to an on-premise system
· Gained a reliable business continuity plan critical to business operation
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	“I began developing a vision of the ideal message management service, how it would be structured, what the infrastructure would look like – all under the impression that there was no one out there doing it the ‘right’ way.  When I learned of FrontBridge and began hearing more about how its services worked, I realized I had found my ideal solution,” said Fajardo.

FRONTBRIDGE EMAIL SECURITY SERVICE

After Roth Capital’s CIO decided to implement FrontBridge’s solution full-scale, an MX record was changed and the messages were routed through FrontBridge’s servers in a matter of hours.  Spam counts immediately plummeted. In the case of the Fajardo, his average spam count of 100 messages daily dropped to zero, without any end-user configuration. 

The email security services also include managed anti-virus capabilities, providing Roth Capital with a layered approach to virus scanning. While many companies are still installing and running anti-virus software on users’ desktops and gateway servers, FrontBridge provides preemptive coverage.  Acting as the first line of defense, viruses don’t have a chance to reach FrontBridge customers’ networks, much less their desktops.  Through close partnerships with Sophos, Symantec and Trend Micro, FrontBridge provides protection from new threats hours before new signatures are publicly released.

FRONTBRIDGE MESSAGE ARCHIVE SERVICE

The FrontBridge Message Archive Service can be seamlessly integrated with the FrontBridge email security service to deliver fully compliant message management. Messages are first filtered for spam and viruses and then archived and indexed for monitoring, searching and retrieval. FrontBridge Message Archive stores both email and IM communications and ensures these business records can be retrieved upon demand via an easy to use web interface. As part of the deployment process for Roth, FrontBridge converted three years’ worth of archived messages onto its server, with comprehensive search and retrieve capabilities. 

Fajardo commented, “The conversion process by the professional and experienced FrontBridge team enabled us to completely eliminate our old archiving system and rely entirely on the FrontBridge system for archiving and filtering.  That was a critical process for us and I couldn’t be happier with the results.”

With the Message Archive service, Roth Capital now has a complete transaction record of activity on its email system and the ability to use it for business information, legal discovery, dispute resolution, customer information and regulatory compliance. Now the company has all the benefits of an enterprise message management system:  a hosted, infinitely scalable and secure system for message filtering and message archiving. 

UNINTERRUPTED EMAIL CONTINUITY

FrontBridge Message Archive’s business continuity feature is a valuable insurance policy against unforeseen network outages for Roth Capital. FrontBridge Message Archive provides companies with the only solution for uninterrupted email continuity for every employee. In the event that Roth Capital’s primary email system fails, FrontBridge Message Archive offers a fully functional, Web-based email system that continues to accept inbound email and provides the ability to reply, forward and create new email until the primary system is restored. For an investment services company providing time-critical counsel to clients across the globe, uninterrupted email access is not a business option, but an essential.
	“When I learned of FrontBridge and began hearing more about how its services worked, I realized I had found my ideal solution.”
– Galel Fajardo 

   CIO
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	COMPANY BENEFIT

Roth Capital’s implementation of the FrontBridge services dramatically reduced the firm’s infrastructure and IT administration needs.  Managing an on-premise archiving and filtering system would have cost an estimated $10,000 annually, not including the upfront equipment costs to build and scale the system. With the implementation of FrontBridge service, Roth Capital no longer had to worry about building and scalability issues, enabling Fajardo to focus on generating the reports required to demonstrate compliance to regulatory agencies.
CONCLUSION

Since implementing FrontBridge managed services for message security and archiving, Roth Capital has enjoyed the following benefits: 

•
Reduced total cost of ownership as compared to an on-premise system

•
Lowered spam levels by 95%

•
Blocked virus and other internet message threats such as spoofing

•
Saved more than $10,000 annually on message management costs

•    Gained a reliable business continuity plan critical to business operations 
ABOUT FRONTBRIDGE TECHNOLOGIES

FrontBridge Technologies, a Microsoft subsidiary, offers managed messaging services for enforcing email compliance with encryption and archiving tools, providing email availability through a web-based back up, and improving protection of employee inboxes from viruses and spam.  Its complete line of services includes message archiving, spam and virus filtering, disaster recovery, and email encryption and supports multiple e-mail platforms such as Microsoft® Exchange, IBM Lotus Domino, and other SMTP-compliant servers.  These managed services provide value to corporate customers by requiring no upfront capital investment, minimizing IT management overhead, and removing incoming email threats before they reach the corporate firewall.  FrontBridge is now part of Microsoft’s Exchange Server Group. For more information, visit http://www.microsoft.com/exchange  


	

	The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. This document is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT. © 2005 Microsoft Corporation. All rights reserved.
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